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Challenge of connectivity

The modern business needs to be
attuned and connected to its markets,
customers, suppliers, advisers and
partners. Yet, with ever-increasing
internet connectivity, file-sharing and
use of mobile devices, the risk to your
business expands to include malicious
external attacks, internal data leakage
and costly compliance breaches.

The challenge for the competitive
internet-connected business is to ensure
access for internal and external users
for legitimate purposes and yet prevent
misuse, without compromising efficient
business operations.

lllusion of integration

Point solutions with their individual
management consoles can't provide
end-to-end network monitoring, central
control or full network visibility; nor can
they provide clarity of process, policy or
performance for compliance. Their silos
of information create highly effective
barriers to usable intelligence so that, in
the event of a security breach, it can take
hours or days to find the root cause, and
longer to implement changes.

Responding to demand for integrated
solutions, many security vendors have
filled the gaps in their platforms with
acquired point solutions. This achieves
integration in theory but not in practice,
leaving users struggling to make the
pieces fit and work together. For most
organisations, seamless integration
remains an illusion.

With the traditional security perimeter
being constantly eroded, the challenge
for business is even greater. For this
reason, analysts like ESG say that
organisations need ‘tight identity/
information security integration, constant
user and network monitoring, and strong
technologies for policy enforcement’,
not just a mosaic of disparate solutions.

Integrated and intelligent

Tier-3 designed Huntsman® from the
ground up as holistic, integrated,
centralised platform that protects in
the 3 core sectors of enterprise risk
management:

e |T Security
e Data Protection

e Compliance.

1.Enterprise System Group White Paper: Identity and
Information Security Integration, September 2009.
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Huntsman®
integrates all of
your existing security
assets and consolidates
their information into one
accessible and addressable
repository, which is viewed from a
single LiveView console. In this way,
the location and root cause of access to
sensitive information or of a security or
compliance breach can be pinpointed

in real time, and remedial action taken
immediately, not hours or days later.

Using its patented Behavioural Anomaly
Detection, Huntsman® monitors the
whole network and establishes a
baseline of normal use. Huntsman® then
constantly searches for activity outside
the norm, conducting multi-dimensional
analyses to determine the risk to the
business, and alerting IT staff in real time
when action is required. Huntsman®
ensures that your IT and compliance
staff can focus on the genuine threats
to your organisation, and gives them
the insight to connect the dots between
events that may appear unrelated,
innocuous or both.
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Cost—effective and scalable

Huntsman® integrates all your security
systems, applications, gateways, servers
and databases. Apart from ensuring
whole network visibility, enabling rapid
analysis, establishing root cause and
enabling rapid response in real time,
Huntsman® ensures that your existing
security assets yield more usable
information, generating even better
value and return to the business.

Huntsman® is also modular and scalable,
so your future security investment

can be built on your initial investment
sequentially and without discard,
providing a flexible, predicable and cost-
effective security roadmap.
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%% Proven in the
toughest
situations

Organisations with the
most complex and demanding
IT security and compliance
requirements choose Huntsman®,
including law enforcement, intelligence,
border protection, banking and finance
in the UK, Japan and Australia. With
offices in these countries and partners
elsewhere, Tier-3 is well placed to
support local and global enterprises.

Due to the sensitivity of their work,
many Tier-3 customers do not wish

to be identified, yet they are willing to
discuss their choice and continued use
of Huntsman®, individually.

Contact us about Huntsman® Intelligent
Solutions for IT Security, Data Protection
and Compliance.

www.tier-3.com
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Seealso: '
-® Intelligent Security

® Intelligent Compliance

@ Intelfigéht Data Protection

AUSTRALIA

Tier-3 Pty Limited

L2, 11 Help Street
Chatswood, NSW, 2067
info@tier-3.com

+61 2 9419 3200

UNITED KINGDOM
Tier-3 Pty Limited
No. 1 Cornhill
London EC3V 3ND
info@tier-3.com

+44 203 178 3338

JAPAN

Monet

Ishikawa-Kosan Building 4F 4-7-5
SotokandaChiyoda-ku

Tokyo Japan 101-0021
info@tier-3.com

+81 35256 5171
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