
Security 
Aggregates systems 

Consolidates data 
Analyses in multi-dimensions 

Monitors for change 
Prioritises actions

Enterprise-wide protection 
Organisations with the most 
exacting security requirements, like 
those in defence, law enforcement  
and intelligence services, choose 
Huntsman® Intelligent Enterprise 
Security. 

With its patented Behaviour 
Anomaly Detection technology, 
Huntsman® protects their security 
assets in real time, whilst ensuring 
legitimate access and use, and 
uninterrupted business operation. 
In their environments and yours, 
Huntsman®: 

•	Aggregates all IT system and  
user data;

•	Consolidates information silos  
to a single view;

•	Enables multi-dimensional real 
time analysis;

•	Monitors the whole enterprise for 
behavioural change;

•	Prioritises events to investigate 
based on risk.

The modern IT security environment 
is complex, with myriad components 
including mainframes, servers, 
desktops and mobile devices, not 

to mention business applications 
and security devices. Many of these 
components operate independently 
or with limited integration, creating 
silos of information that are barriers 
to usable security intelligence. 

Holistic real time protection 
Traditional point security solutions 
monitor, log and store data 
independently, but, when an incident 
occurs, it may take hours or days to 
find the root cause of a malicious 
threat. 

Huntsman® aggregates all data 
from your existing devices and 
applications into a single information 
repository, regardless of data format. 
In this way, Huntsman® provides 
a single, centralised view of your 
network with total visibility, via a 
single LiveView console. 

With Huntsman®, in the event of a 
server or firewall failure, the exact 
location can be pinpointed, the root 
cause identified and operations 
quickly returned to normal; your 
security team can find ‘the needle in 
the haystack’, decide if it constitutes 
a threat and, if so, take appropriate 
action in real-time. 
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Multi-dimensional analysis 
Many security systems correlate 
time and events, but rarely do 
they correlate between systems. 
Therefore, seemingly innocuous 
or unrelated events in different 
information silos will generally 
remain undetected. 

By consolidating all your system and 
user data into a single addressable 
and analysable format, Huntsman® 
enables rapid, detailed scrutiny of 
all information silos, across multiple 
attributes. Instead of just seeing 
the obvious spikes of malicious 
activity, Huntsman® also sees the 
seemingly unrelated activities, giving 
your staff the ability to connect the 
dots. In this way, Huntsman® sees 
the threats that others miss, like 
the executive who, unusually, has 
gained after hours access and is also 
copying sensitive information. 

Monitors behavioral change
Traditional security systems will 
detect activities that break pre-
defined rules or signatures that 
match  malicious precedents, but 
they struggle to stop the insider 
who knows the rules and how to 
circumvent them.

Huntsman®’s patented Behavioural 
Anomaly Detection is the core of 
its intelligence. Once installed, 
Huntsman® collates all your IT 

system and user data, and analyses 
it to form a baseline of normal 
behaviour. Using its patented 
intelligence, Huntsman® then 
continuously monitors your systems 
for unusual activity, checking the 
degree of change and relative 
significance. This way, Huntsman® 
only alerts to changes that are 
significant, such as a disgruntled 
employee who is, unusually, printing 
customer databases, but not another 
who routinely does this for his job.  

Alerts events to investigate
Most security systems will alert 
to events that cross obvious 
thresholds, but they can’t assess 
the risk associated with less obvious 
activity that may pose an even 
greater threat. 

By monitoring for the unexpected, 
Huntsman® detects vast numbers 
of related and unrelated events. 
Using its inbuilt intelligence, 
Huntsman® is able to interpret 
these events in the context of 
risk, impact of risk and cost to the 
business; it then prioritises them 
for investigation, for immediate 
action or just for information. In this 
way, your security system builds 
up a knowledge base of unusual 
activities, and so can deal quickly 
with the risky few that pose a 
genuine threat. 
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Local and global support 
An Intelligent Security solution must 
be able to meet your organisation’s 
specific and unique needs. With 
offices internationally, Tier-3 is well 
placed to assist both locally and 
globally. The speed and ease of 
its deployment, combined with its 
scalable, modular and cost effective 
design are more reasons why so 
many organisations with exacting 
security standards choose and 
continue to use Huntsman®. 

Contact us about how Huntsman® 
will secure your organisation’s IT 
assets, intelligently.

See also:
 Intelligent Solutions (Overview)

 Intelligent Data Protection

 Intelligent Compliance

Huntsman® provides  
a single centralised  

view of your network  
with total visibility
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