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Huntsman® Overview

For organisations whose security is
business-critical, Huntsman® delivers
Intelligent Security in a holistic, fully-
integrated risk management platform.

Moving beyond silo-centric point and
bundled solutions, Huntsman® has the
intelligence to provide whole network
visibility from a single console, so you
can join the dots between apparently
unrelated events and respond to threats
that other systems miss. Huntsman® is
also easy to use, economical to expand

and its unique design allows additional
modules to be added within a single
architectural framework.

Huntsman® gained its security and
compliance management credentials in
the most demanding environments; it
can detect insider data leakage, external
fraudsters, e-mail loaded Trojans and
the highly sophisticated blended threats
from organised attackers. For this
reason, many of customers in Australia,
Europe and Japan are in defence,
intelligence, government, police, banking
and finance.

Flexible not just modular

Huntsman® is truly flexible with 3
modules - Log Analyser, Data Protector
and Protector 360 - which can stand
alone or build sequentially to suit your
organisation’s needs. With Huntsman®'s
capability spanning data collection

and audit through to pro-active ICT
asset protection using Behavioural
Analysis, you won't face the prospect
of discarding solutions or writing off
investments, even when policy or
regulatory requirements change.

Huntsman® Intelligent Security Suite
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Pro-active Risk

® Applies patented BAD to detect unexpected or hidden risks
® Prioritises events for investigation based on severity
® Protects against internal & external threats in real time

® Uses context to distinguish genuine risks from harmless activity

@® Interrogates, reports & resolves threats on the fly

@® Detects & alerts inappropriate use, data leakage & fraud

® Monitors & collects all data from all sources at high speed
® Aggregates unlimited data into one addressable repository
® Creates a single view across multiple information silos




Huntsman® protects from
threats others can‘t see

To match the complex security and
compliance environment in modern
organisations, today’s management
systems need to be smart. They need to
analyse massive volumes of data to find
the events that pose risks, and provide
reports and forensic playbacks to ensure
response to non-compliant activity.
Moreover, they must do this in real time,
not hours or days later. Anything less
exposes an organisation to genuine risk.

While it is easy to find products to do
part of the job, governance requires

a holistic solution smart enough to
connect the dots between seemingly
unrelated events. Huntsman® was
created by Tier-3, who holds the patent
for Behavioural Anomaly Detection, to
protect against the increasingly complex
threats that organisations face from
within and without.

Huntsman® is truly intelligent:
unlike other solutions, it learns,
adapts and grows.

Behavioural Anomaly Detection means
stronger security and operational risk
management.

Huntsman® establishes a baseline of
normal system and user behaviour, and
uses dynamic, predictive techniques

to detect deviations from the norm. By
continuously learning and baselining the
behaviour of your people, processes
and systems, Huntsman® detects and
prioritises the changes that are risky,
providing early warning of potential data
leakage, malware or fraud.

Integrated not just added

The adoption of stand-alone solutions
to meet individual requirement has
obvious appeal. However, when you

try to integrate a mosaic of products to
achieve operational efficiency or a total
management solution, the limitations of
point solutions emerge. Implementation
and operational overheads spiral as the
shortcomings of rigid design and closed
feature sets start to limit your options.

Our architects applied advanced
engineering principles when designing
Huntsman® so it could adapt to future
business needs without constant re-
work. In the same vein, Huntsman was
designed as a flexible platform with easy
integration, configuration and adaptation
as part of its DNA.

Huntsman®'s LiveView console provides
a single, holistic view of your entire
network and business systems. On
demand dashboard- or browser-based
visualisations of activities across the
enterprise, permit IT operations and
business users to stay on top of security
and compliance matters, at a glance.

Commitment not just
experience

Conceived, designed and developed by
Tier-3's own mathematicians, scientists
and security experts, Huntsman® is the
result of our 10 year commitment to
create a strategic set of security and
compliance management solutions.
From the vital building block of LOG
ANALYSER which addresses log audit,
security and compliance management
needs, to the all-encompassing
PROTECTOR 360 which autonomously
manages unexpected, unknown risks,
each Huntsman® module has been
designed to stand alone or integrate into
a complete solution.

This is why organisations with the

most demanding security situations

and standards choose and continue to
recommend Huntsman®. Although many
prefer not to be named in public, they
are available to discuss their choice of
Huntsman® one-on-one.
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See also:

® Huntsman Log Anlayser

® Huntsman Data Protector
® Huntsman Protector 360

AUSTRALIA

Tier-3 Pty Limited

L2, 11 Help Street
Chatswood, NSW, 2067
info@tier-3.com

+61 2 9419 3200

UNITED KINGDOM
Tier-3 Pty Limited
No. 1 Cornhill
London EC3V 3ND
info@tier-3.com
+44 203 178 3338

JAPAN

Monet

Ishikawa-Kosan Building 4F 4-7-5
SotokandaChiyoda-ku

Tokyo Japan 101-0021
info@tier-3.com

+81 35256 5171
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