Data Protector

Who, what, where and when

According to Gartner (Magic Quadrant for SIEM 2008), ‘an
optimal (SIEM) solution will support real-time collection and
analysis of log data from host systems, security devices and
network devices,; will support long term storage and reporting;
will not require extensive customisation, and will be easy to
support and maintain." Huntsman®'s DATA PROTECTOR does
this and more.

DATA PROTECTOR

e Helps to build the complete picture of ‘who, what, where
and when' quickly - when an event of interest has occurred;

e Detects non-compliant activity in real time - so a rapid
response can limit impact on security; and

e Monitors various ICT elements - from individual assets to
network performance and utilisation.

Flexible not just modular

The volume of network- and security-related events

requires IT staff to deal with multiple concurrent alerts

from different devices. To interpret these events accurately,
DATA PROTECTOR builds on the outstanding data capture and
analysis capabilities of LOG ANALYSER, adding a multi-stage
correlation engine. This gives IT security staff the vital context
needed to connect the dots between apparently unrelated
events, regardless of volume and complexity of the data.

Huntsman® Intelligent Security Suite

Pro-active Risk
Management

LiveView
Management

Log Data

Analyser Protector Data Protection

Console

® Uses context to distinguish genuine risks from harmless activity
® Interrogates, reports & resolves threats on the fly
® Detects & alerts inappropriate use, data leakage & fraud

LiveView oy ® Monitors & collects all data from all sources at high speed
Management Anal Log Management ® Aggregates unlimited data into one addressable repository
Console nalyser ® Creates a single view across multiple information silos

www.tier-3.com



Data Protector

Data Protector sees threats others can’t see

How many disasters could be averted if you could ensure
that policies are adhered to and breaches are discovered,
in real time?

Huntsman® DATA PROTECTOR
e Flags any activities that breach business policy or present a
known business risk;

e |dentifies activities that indicate misuse, inappropriate
access, data leakage or fraud;

e Presents information for prompt interpretation and
automated corrective action (if needed);

e Prioritises threats so security staff can focus on areas of
greatest risk; and

e Presents a dynamic real-time view of all connections and
activities across the network.

Integrated not just added

IT staff must make sense of a mosaic of often contradictory
events and alerts. Huntsman®'s correlation engine simplifies
the task by presenting all information about interlinked yet
apparently unrelated events, via a single console. Hence, less
time is needed to perform root cause analysis, so the window
of risk to the enterprise is minimised.
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Alerts can be presented in a range of formats and be
configured to match the responsibilities of any individual user.
Huntsman® also has a response and incident management
capability which completes the risk management lifecycle
process.

DATA PROTECTOR is part of the integrated Huntsman solution
and can be expanded or upgraded to PROTECTOR 360 at any
time, without major investment, redundancy or disruption of
your organisation.
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Commitment not just experience

Tier-3 is a market leader in Security and Compliance
Management, offering a range of solutions based on innovative
and patented technologies. As a specialist, Tier-3 brings an
unrivalled depth of experience that is prized by our customers.

Huntsman®'s flexible adoption model lets you add functional
modules as you need them. Since the platform is easily adapted
to meet new business or regulatory demands, Huntsman®
ensures that you are equipped to meet the ongoing challenge
of compliance management now and well into the future.
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