RISK OFFICER

Do you need a full
range of audit-based,
forensic level data
mining capabilities?

Can you prove your organisation's
compliance with audit requirements

on demand?
v

Protect yourself from The ever-growing regulatory and compliance rules dictate that
financial loss and organisations must take more responsibility for the information they hold.

damage to rePUtatlon Regulators have begun to exercise power - forcing organisations to take
resulting from responsibility for poor security when breaches occur. Recently one of the UK's
security breaches most respected financial institutions was heavily fined for failings identified in their
security processes.

The chief concerns of Risk Officers include:

@ | have to cost effectively meet my compliance and audit obligations

© | need a control system that assures ICT Confidentiality, Integrity and Availability
@ | must support my Risk Management processes and policies
[

How can | use the output from my compliance initiatives to drive business value?




Introducing:

“untsman: Protecting organisation's from exposure to risk

Intelligence-lead, policy-driven, Huntsman enables you to protect yourself from regulatory and financial damage that can
result from undetected security breaches. Huntsman monitors for all forms of unusual and unacceptable activity, and provides
comprehensive operational risk and compliance analysis.

Protect from within

Effective internal security requires the ability to differentiate
between acceptable usage and errant or malicious access
to IP or IT resources. By detecting activity which varies from
established norms Huntsman can prevent internal misuse.

Risk adjusted prioritisation

Enterprises are responsible for the protection of their
applications and valuable data they collect and store.
Huntsman automatically triages alerts irrespective of where
they occur in the environment, and prioritises their remediation
in accordance with their potential impact. This is a key
capability of any effective security management procedure

Improve Incident management

Huntsman Incident Management provides end users with the
capability to establish a workflow process surrounding the
identification, classification and resolution of security events.

The Huntsman incident management system contains a
flexible reporting engine which enables operation management Know who or what is connecting to your network

staff to report on the effectiveness of their security incident Using Huntsman passive asset detection enables the identification
management process such as average time to resolve a high of all assets such as desktops, servers, network devices,

level security incident, total number of security incidents raised peripherals, printers, wireless and mobile devices that are present
during a particular month and many more. without the need to scan the network.

Apart from identifying known industry standard applications,
operating systems and databases the Huntsman asset detection
tool also identifies non standard and malicious applications such
as spyware, Trojans, backdoor and other forms of malware.

Why Huntsman?

Multi Layered Anomaly Detection

The Huntsman Behavioural anomaly detection engine actively protects your network infrastructure ensuring business operation and
availability as well as protecting against data theft from business applications such as databases, financial systems, intranets and more.
Traditional rule or signature based systems by definition are only capable of detecting threats they have been programmed to identify.
Whilst effective against known threats they offer little or no protection against the increasing danger of unknown threats.

The answer lies in being able to collect and manage events from across the enterprise, and then prioritise for remediation those
which present an unacceptable or unfamiliar level of risk to stakeholders.
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